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Fuzzing

Random Testing at the System Level
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Fuzzing

Random Testing at the System Level

"ab'd&gfdfggqg” grep+shesed... 25%-33%

@FuzzingBook



Grammar Fuzzing

e Suppose you want to test a parser —
to compile and execute a program

e To get deep into the program, you need
syntactically correct inputs

Parser



LangFuzz (2012)

e Fuzztester for JavaScript
and other languages

o Uses a full-fledged grammar
to generate Iinputs




JavaScript Grammar

If Statement

IfStatementfull =
if ParenthesizedExpression Statementfu!

| if ParenthesizedExpression Statementnoshortif el se Statement!
IfStatementnroshortif = i £ ParenthesizedExpression Statementroshortif el se StatementnoShortif

Switch Statement

SwitchStatement =
switch Parenthesized Expression { }
| switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups =
«empty»
| CaseGroups CaseGroup
CaseGroup = CaseGuards BlockStatementsPrefix




Fuzzing JavaScript

var haystack = "foo";
var re_text = ""foo'";
haystack += "x";

re_text +="(x)"; JavaScript
var re = new RegExp(re_text); Parser
re. test (haystack);

Reg

pri 30 Chromium + Mozilla Security Rewards

53,000 USS in Bug Bounties

C. Holler

Holler, Herzig, Zeller: "Fuzzing with Code Fragments', USENIX 2012 |
@FuzzingBook



LangFuzz (2012)

e Fuzztester for JavaScript and other
languages

e Uses a full-fledged grammar to
generate inputs

e Uses grammar
to parse and mutate existing inputs




Mutating with Grammars

To use a grammar for mutating code and data,
1. Parse an input into a derivation tree
2. Mutate the derivation tree
3. Write the tree out again

You need a grammar, a parser, and an unparser



A Grammar Framework in Python

We have implemented a full-fledged Python framework to

1. Specify grammars
2. Parse inputs into derivation trees

3. Mutate derivation trees plus much much »ore,

4. Write the tree out again eg. ZesSting

This framework comes implemented as Jupyter notebooks



A Grammar

<start> = <expr>
<expr> = <term> + <expr> | <term> - <expr> | <term>
<term> = <term> * <factor> | <term> / <factor> | <factor>
<factor> = +<factor> | -<factor> | (<expr>)

| <integer> | <integer>.<1integer>
<lnteger> ::= <digit><integer> | <digit>

<digit> 2111213141510l 71819



A Grammar in Python

EXPR_GRAMMAR = {

"<start>": ["<expr>"],
"<expr>": ["<term> + <expr>", "<term> - <expr>", "<term>"],
"<term>": ["<factor> * <term>", "<factor> / <term>", "<factor>"],

"<factor>": ["+<factor>", "-<factor>", "(<expr>)",
"<1nteger>.<1nteger>", "<integer>"],

"<integer>": ["<digit><integer>", "<digit>"],

||<d_i-g_i-_t>ll: [ll@ll, lllll, IIZII, "3", "4", IISII, ll6ll, ll7ll, ||8", "9"]



Parsing with Grammars

expr_input = "2 + -2"
expr_parser = EarleyParser(EXPR_GRAMMAR)
expr_trees = expr_parser.parse(expr_input)



Mutating with Grammars

def swap_plus_minus(tree):
node, children = tree

1f node == " + ":
node = " - "

elif node == " - ":
hode = " + "

return node, children
def apply_mutator(tree, mutator):
node, children = mutator(tree)

return node, [apply_mutator(c, mutator) for c 1n children]

mutated_tree = apply_mutator(expr_tree, swap_plus_minus)






Jupyter Notebooks

|
e Very fast prototyping

e |iterate programming t
with examples (and tests!) J u py e r

Prototype for Python first; then go for a "serious” language like C

e Data visualizations




Learning Grammars

http://user:password@www.google.com:80/command?foo=bar&lorem=1ipsum#fragment
http://www.qguardian.co.uk/sports/worldcup#results
ftp://bob:12345@ftp.example.com/oss/debian7.1iso

A

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF]
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT]

PROTOCOL ::= 'http' | 'ftp'

USERINFO ::= /l[a-z]+:[a-z]+/

HOST ::= /l[a-z.]+/

PORT ::= '80'

PATH ::= /\/la-z0-9.\/]x/

QUERY ::= 'foo=bar&lorem=1psum’
REF ::= /la-z]+/

Hoéschele, Zeller: "Mining Input Grammars from Dynamic Taints’, ASE 2016



Parser-Directed Fuzzing

We track and satisfy comparisons in parsers to find language elements

{ [ ( + & ?identifier number ...

t= == 4+ /= &= |= =11 1nsiring ... JS tokens of length 3+ discovered
=== l== <<= >>> for try let...
>>>= true null void with else...
false throw while break catch...
return delete typeof Object...
default finally 1indexOf 5,0 % /7,5 % 52,5%
continue function debugger
undefined stringify
instanceof

AFL KLEE pFuzzer

Mathis, Gopinath, Mera, Kampmann, Hoschele, Zeller: Parser-Directed Fuzzing, PLDI 2019



Deep Fuzzing without Samples

PYGMALION prototype for Python programs

Program 4— Test Inputs = Fuzzer
( ) Under Test\ \

Tests Compar/sons Dynamic Taints Grammar
kParser Directed ___ Inputs + &» Grammar J
Test Generator Equalence Classes Learner

Perfect coverage, much faster than AFL, much better structure than KLEE

Gopinath, Mathis, Hoéschele, Kampmann, Zeller: "Sample-Free Learning of Input Grammars”
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Generating Software Tests

Breaking Software for Fun and Profit

by Andreas Zeller, Rahul Gopinath, Marcel Bohme, Gordon Fraser, and Christian Holler

About this Book

Welcome to "Generating Software Tests"! Software has bugs, and catching bugs can involve lots of effort. This book addresses this problem by
automating software testing, specifically by generating tests automatically. Recent years have seen the development of novel technigues that lead to

dramatic improvements in test generation and software testing. They now are mature enough to be assembled in a book - even with executable
code.

from fuzzingbook_utils import YouTubeVideo
YouTubeVideo ("wduSgCgPlmg")

Generating So”re Tests

Breaking Software for Fun a

@Fuzzi



A Grammar Framework in Python A Grammar in Python

We have implemented a full-fledged Python framework to EXPR_GRAMMAR = {

"<start>": ["<expr>"],

1. Specify grammars "<expr>": ["<term> + <expr>", "<term> - <expr>", "<term>"],
"<term>": "<factor> * <term>", "<factor> / <term>", "<factor>"],

2. Parse inputs into derivation trees "<factor>": ["+<factor>", "-<factor>", "(<expr>)",

"<integer>.<integer>", "<integer>"],

3. MUtate derlvatIOﬂ treeS p/é(é M&(Ch ML(C/I Mol‘e)' "<'i_n-teger->" . :"<d'i_g'i_-t><'i_nteger->" , "<d'i_g'i_t>":| ,

ll<d_i-g_i-_t>ll: :ll@ll, lllll, IIZII, ll3|l, |l4ll, IISII, ll6ll, ||7||, ll8ll, ll9ll]

4. Write the tree out again e.g. teSting 1

This framework comes implemented as Jupyter notebooks

0@ < O @& &0 © ©
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Jupyter Notebooks
Generating Software Tests
‘ Breaking Software for Fun and Profit

by Andreas Zeller, Rahul Gopinath, Marcel B6hme, Gordon Fraser, and Christian Holler

About this Book

Welcome to "Generating Software Tests"! Software has bugs, and catching bugs can involve lots of effort. This book addresses this problem by
automating software testing, specifically by generating tests automatically. Recent years have seen the development of novel techniques that lead to

e Very fast prototyping

o Lite rate p rog ra m m i n g u t e r dramatic improvements in test generation and software testing. They now are mature enough to be assembled in a book - even with executable
code.
with examples (and tests!)

from fuzzingbook_utils import YouTubeVideo
YouTubeVideo ("w4u5gCgPlmg")

e Data visualizations

Generating Sohre Tests

Breaking Software for Fun a

Prototype for Python first; then go for a "serious"” language like C

@F117
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1 Mutations with Grammars

In this notebook, we make a very short and simple introduction on how to use the
fuzzingbook framework for grammar-based mutation - both for data and for code.

Prerequisites

« This chapter is meant to be self-contained.

1.1 Defining Grammars

We define a grammar using standard Python data structures. Suppose we want to encode this
grammar:

<start> (1= <expr>

<expr> 1= <term> + <expr> | <term> - <expr> | <term>

<term> ::= <term> * <factor> | <term> / <factor> | <factor>

<factor> ::= +<factor> | -<factor> | (<expr>) | <integer> | <integer>.<integer>

<integer> ::= <digit><integer> | <digit>
<digit> =0 | 1|2 ]3| 4|5|6]|7]|8]29

1 dimport fuzzingbook_utils

1 from Grammars import syntax_diagram, 1is_valid_grammar,
— convert_ebnf_grammar, srange, crange

In Python, we encode this as a mapping (a dictionary) from nonterminal symbols to a list of
possible expansions:

1 EXPR_GRAMMAR = {

2 P<start>”:

; [7<expr>”1,
p

5 ?<expr>”:

6 [P<term> + <expr>”, ”<term> - <expr>”, ”<term>”],

8 P<term>”:

9 [”’<factor> *x <term>”, ”<factor> / <term>”, ”<factor>”],
10

11 ?<factor>”:

12 [?+<factor>”,

13 ?-<factor>”,

14 ” (<expr>)”,

15 ”<integer>.<integer>”,

16 ?<integer>”],

17

18 ?<integer>”:

19 [’<digit><integer>”, ”<digit>”],

1 Mutations with Grammars 3



21 ”<C|'ig'it>”:
. [”@”, n1» . WM N3 wgn ”5”, ng» NN ”8”, 297 ]

N
-

1 assert dis_valid_grammar (EXPR_GRAMMAR)

1 syntax_diagram(EXPR_GRAMMAR)

start
H—=r—H
expr
term |~ + )= expr
term |~ - )= expr
term
term
factor |— * )— term
factor |— / ) term
factor
factor

1 Mutations with Grammars



factor

factor

expr

—C)— integer

integer

integer

integer

digit integer
digit

digit

1.2 Fuzzing with Grammars

We mostly use grammars for fuzzing, as in here:
1 from GrammarFuzzer import GrammarFuzzer

1 expr_fuzzer = GrammarFuzzer (EXPR_GRAMMAR)
for i in range(10):
print(expr_fuzzer.fuzz())

3.8 + --62.912 - ++4 - +5 x 3.0 * 4

7 x (75.5 - -6 + 5 -4) + (8 -1) / 5 % 2
(-(9) x+6 + 9 / 3 x 8 -9 %8 / 7) / —+-65
(9 +8) 2 % (6+6 +9) x0 % 1.9 %0

(1 *x7-9+5) x5/ 0*x5+7%5x%7

1 Mutations with Grammars



-(6 /9 -5-3-1) - -1/ +1+ (9) / (8) * 6

(+=(@ - (1) »7/3)) / ((1L 3 +8)+9 -+1/--0) -5«
(-+939.491)

+2.9 * 0 / 501.19814 / --+--(6.05002)

+-8.8 / (1) * —+1 + -8 + 9 - 3 / 8 x 6 + 4 x 3 x5

(+(8 /9 -1-7)) + -——06.30 / +4.39

1.3 Parsing with Grammars

We can parse a given input using a grammar:

1 expr_input = 7”2 + -27

1 from Parser import EarleyParser, display_tree, tree_to_string
1 expr_parser = EarleyParser (EXPR_GRAMMAR)

1 expr_tree = list(expr_parser.parse(expr_input))[0]

1 display_tree(expr_tree)

1 Mutations with Grammars



<start>

\

<expr>

.y

<term>
<factor>
<integer>

\j
<digit>

S

N

+  <expr>

<term>

M

<factor>

/ \

- <factor>

\

<integer>

<digit>

Y
2

Internally, each subtree is a pair of a node and a list of children (subtrees)

. expr_tree

('<start>',
[('<expr>',
[('"<term>', [('<factor>', [('
DHDHD,
"+ 0,
('<expr>',
[('<term>',
[('<factor>',

[('_') []),

<integer>', [('<digit>',

[¢'a2t,

[1)

1 Mutations with Grammars



('<factor>', [('<integer>', [('<digit>', [('2', [DHDDD)
DDHDHDHD

1.4 Mutating a Tree

We define a simple mutator that traverses an AST to mutate it.

1 def swap_plus_minus(tree):

2 node, children = tree
3 if node == ” + 7

4 node = 7 - ”

5 elif node == ” - 7

6 node = 7 + ”

7 return node, children

1 def apply_mutator(tree, mutator):
2 node, children = mutator(tree)
3 return node, [apply_mutator(c, mutator) for c in children]

1 mutated_tree = apply_mutator (expr_tree, swap_plus_minus)

1 display_tree(mutated_tree)

1 Mutations with Grammars



<start>

\
<expr>
1\
<term> - <expr>
v \/
<factor> <term>
Y \
<integer> <factor>
<digit> -/<fact0r>
Y .Y
2 <integer>
<digit>
Y
2

1.5 Unparsing the Mutated Tree

To unparse, we traverse the tree and look at all terminal symbols:

1 tree_to_string(mutated_tree)

|2 — _2'

1.6 Lots of mutations

1 for i 1in range(10):

2 s = expr_fuzzer.fuzz()

3 s_tree = list(expr_parser.parse(s))[0]

4 s_mutated_tree = apply_mutator(s_tree, swap_plus_minus)

1 Mutations with Grammars



s_mutated = tree_to_string(s_mutated_tree)
6 print(’ "'+ s + '"\n-> ' + s_mutated + '\n')

8786.82 - +01.170 / 9.2 - +(7) +
-> 8786.82 + +01.170 / 9.2 + +(7) -

=

* 9 -0
* 9 + 0

=

+-6 x 0 / 5 % (-(1.7 x +(-1 / +4.9 x 5 x 1 *x 2) + 4.2 + (6 +
=5) / (4 x 3 + 4)))
-> +-6 x 0 /5 % (-(1.7 x +(-1 / +4.9 * 5 x 1 x 2) - -4.2 - (6 -
=5) / (4 x 3 - 4)))

>*
+

(6 x 2 + 5)
-> (6 x 2 - 5)

-(5) / (0 +7) /] 7T - -075 / 2
-(5) / (@ -7) /7 + -075 / 2

*

6 + 9 % 3 7-6/0xx5-7%x5+3-20
-> 6 -9 %3 *x7+6/0*x5+7x*x5-3+20

93 x +—=(0 / 0 -0 -4) / (2) /1 -2.49 - (7.0 / 9.1)
-> 93 x +-(0 / 0+ 0+ 4) / (2) /] 1+ 2.49 + (7.0 / 9.1)

+0.6 x 1.62 *x 3 / 7 x5 -645 / (3 x4 -2) / 7
-> +0.6 * 1.62 *x 3 / 7 x5+ 645 / (3 x4 +2) / 7

(1 x 8 x4+ 1) — +-+(2 -8) / 0.76 x 3
-> (1 *x8*x4-1) + +-+(2 + 8) / 0.76 x 3

~+-+-(0 - 0) /1 /3 /5% 9 %x2+ +5.0 / (+(5) x 8 * 7)
-> -+-+-(0 +0) /1 /3 /5 9 x 2 - +5.0 / (+(5) *x 8 x 7)

|
Ul

1% ++6 - -(5 +7 +5 -6 - 4) 4/ 2-+5/9
-> 1% ++6 + (5 -7 -5+6+4) +5.4/2++5 /9

(1.5 1 +9 -3+ 3) -6
-> (1.5 %1 -9+ 3-3) +6

~ S~
o))
+
[
+
©

1.7 Another Example: JSON

1 dmport string

1 CHARACTERS_WITHOUT_QUOTE (string.digits
2 + string.ascii_letters
+ string.punctuation.replace('”', ''")
— .replace('\\', '")
4 +||)

1 JSON_EBNF_GRAMMAR = {
; P<start>”: [”<json>”],
P<json>”: [7<element>”],

1 Mutations with Grammars 10



19

20

21

22

23

24

25

26

1

1

start

json

}

7<element>”: [”<ws><value><ws>”],

?<value>”: [”<object>”, ”<array>”, ”<string>”, ”<number>”, ”
— true”, ”false”, ”null”],

”<object>”: [”{<ws>}”, ”{<members>}”],
?<members>”: [”<member>(,<members>)x*x”],
?<member>”: [”<ws><string><ws>:<element>”],
P<array>”: [”[<ws>]”, ”[<elements>]”],
7<elements>”: [7<element>(,<elements>)x*”],
7<element>”: [”<ws><value><ws>”],

”<Str1’ng>”: [l”l + ”<Characters>” + |”l:|’
”<characters>”: [”<character>x”],

?<character>”: srange(CHARACTERS_WITHOUT_QUOTE),
?<number>”: [”<int><frac><exp>”],

?<Ant>”: [’<digit>”, ”<onenine><digits>”, ”-<digits>”, ”-<
— onenine><digits>”],

’<digits>”: [’<digit>+”],

?<digit>”: ['0', ”<onenine>”],

”?<onenine>”: crange('l', '9'),

”<-Fr-ac>”: l:””, ”.<d-ig-its>”:|,

P<exp>?: [””, ”E<sign><digits>”, Ze<sign><digits>”],
”<s-ign>”: l:””, |+|’ l_l],

”<WS>”: [”( )*”]

assert is_valid_grammar (JSON_EBNF_GRAMMAR)

JSON_GRAMMAR = convert_ebnf_grammar (JSON_EBNF_GRAMMAR)

syntax_diagram(JSON_GRAMMAR)

H— ison —H

H— etement —H

1 Mutations with Grammars

11



element

H—{ vs value ws —H

value

object &= array “—] string -=L true }— Talse = nutll
object

ws
members
members
H— member symbol-3 |—H

member

H— ws string ws —@— element —H
array

WS

elements

1 Mutations with Grammars 12



elements

H— element symbol-1-1
string
H——@— characters
characters
H— character-1 —H
character

1 Mutations with Grammars

13
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number

exp —H

frac

int

int

14

1 Mutations with Grammars



digit

onenine digits

digits

onenine digits

digits
H— digit-1 —H
digit
onenine
onenine

frac

\
digits

1 Mutations with Grammars 15



exp

@

(E ) sign digits
(e) sign digits

sign
IS

H— symbol-2-1 |—H
symbol

H—C)— members |—H
symbol-1

H—O— elements |—H

1 Mutations with Grammars 16



symbol-2

symbol-3

H—l symbol

e
s

symbol-3

symbol-1-1

H—l symbol-1

M
\Y
symbol-1-1

character-1

H—l character

M\
\
character-1

digit-1

digit

1 Mutations with Grammars



symbol-2-1

O
U

H—l symbol-2 symbol-2-1 l-H

1 json_input = '{”conference”: ”ICSE”}'

1 json_parser = EarleyParser (JSON_GRAMMAR)

1 json_tree = list(json_parser.parse(json_input))[0]

1 display_tree(json_tree)

1 Mutations with Grammars

18



<start>
<json>
<element>
<WSs> <value> <Ws>
<symbol-2-1>  <object>  <symbol-2-1>
{© <members> "}

<member>  <symbol-3>

I A

<string> <ws> <element>
<symbol-2-1> "% <characters> " <symbol-2-1> <ws> <value> <ws>
<character-1> <symbol-2-1>  <string>  <symbol-2-1>
<character> <character-1>  <symbol-2> <symbol-2-1> "  <characters> "

¢ <character> <character-1> <character-1>

o  <character> <character-1> <character>  <character-1>
n  <character> <character-1> [ <character>  <character-1>
f <character>  <character-1> C <character>  <character-1>
e <character> <character-1> S <character>  <character-1>
r <character>  <character-1> E
e <character>  <character-1>
n <character>  <character-1>
c <character>  <character-1>
e

1 def swap_venue(tree):
2 if tree_to_string(tree) == '"”ICSE”':
3 tree = list(json_parser.parse('”ICST”'))[0]
4 return tree

1 mutated_tree = apply_mutator(json_tree, swap_venue)

1 Mutations with Grammars



1 tree_to_string(mutated_tree)

'"{”conference”: ”ICST”}'

1 Mutations with Grammars
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2 References

2 References
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