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Fuzzing 
Random Testing at the System Level
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Fuzzing 
Random Testing at the System Level

UNIX utilities

“ab’d&gfdfggg” 25%–33%grep • sh • sed …
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Grammar Fuzzing
• Suppose you want to test a parser –  

to compile and execute a program 

• To get deep into the program, you need 
syntactically correct inputs

Parser
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LangFuzz (2012)

• Fuzz tester for JavaScript 
and other languages 

• Uses a full-fledged grammar 
to generate inputs
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JavaScript Grammar
If Statement
IfStatementfull ⇒
   if ParenthesizedExpression Statementfull
|  if ParenthesizedExpression StatementnoShortIf else Statementfull
IfStatementnoShortIf ⇒ if ParenthesizedExpression StatementnoShortIf else StatementnoShortIf
Switch Statement

SwitchStatement ⇒
   switch ParenthesizedExpression { }
|  switch ParenthesizedExpression { CaseGroups LastCaseGroup }
CaseGroups ⇒
   «empty»
|  CaseGroups CaseGroup
CaseGroup ⇒ CaseGuards BlockStatementsPrefix
LastCaseGroup ⇒ CaseGuards BlockStatements
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JavaScript 
Parser

Fuzzing JavaScript

LangFuzz
Sample 
Code

Test 
Suite

Mutated
Test

Language
Grammar

Phase III
Feed test case into 

interpreter, check for 
crashes and assertions

Phase II
LangFuzz generated  
(mutated) test cases

Phase I
Learning code 

fragments from sample
code and test suite

Figure 1: LangFuzz workflow. Using a language gram-
mar, LangFuzz parses code fragments from sample code
and test cases from a test suite, and mutates the test cases
to incorporate these fragments. The resulting code is
then passed to the interpreter for execution.

valuable, as expressed by the 50.000$ bug bounties they
raised. Nearly all the detected bugs are memory safety
issues. At the same time, the approach can generically
handle arbitrary grammars, as long as they are weakly
typed: applied on the PHP interpreter, it discovered 18
new defects. All generated inputs are semantically cor-
rect and can be executed by the respective interpreters.

Figure 1 describes the structure of LangFuzz. The
framework requires three basic input sources: a language
grammar to be able to parse and generate code artifacts,
sample code used to learn language fragments, and a test
suite used for code mutation. Many test cases contain
code fragments that triggered past bugs. The test suite
can be used as sample code as well as mutation basis.
LangFuzz then generates new test cases using code mu-
tation and code generation strategies before passing the
generated test cases to a test driver executing the test
case—e.g. passing the generated code to an interpreter.

As an example of a generated test case exposing a se-
curity violation, consider Figure 2 that shows a secu-
rity issue in Mozzila’s JavaScript engine. RegExp.$1
(Line 8) is a pointer to the first grouped regular expres-
sion match. This memory area can be altered by setting
a new input (Line 7). An attacker could use the pointer
to arbitrarily access memory contents. In this test case,
Lines 7 and 8 are newly generated by LangFuzz, whereas
Lines 1–6 stem from an existing test case.

The remainder of this paper is organized as follows.
Section 2 discusses the state of the art in fuzz testing
and provides fundamental definitions. Section 3 presents
how LangFuzz works, from code generation to actual
test execution; Section 4 details the actual implemen-
tation. Section 5 discusses our evaluation setup, where
we compare LangFuzz against jsfunfuzz and show that
LangFuzz detects several issues which jsfunfuzz misses.
Section 6 describes the application of LangFuzz on PHP.

1 var haystack = "foo";
2 var re text = "^foo";
3 haystack += "x";
4 re text += "(x)";
5 var re = new RegExp(re text);
6 re. test (haystack);
7 RegExp.input = Number();
8 print(RegExp.$1);

Figure 2: Test case generated by LangFuzz, crashing the
JavaScript interpreter when executing Line 8. The static
access of RegExp is deprecated but valid. Reported as
Mozilla bug 610223 [1].

Section 7 discusses threats to validity, and Section 8
closes with conclusion and future work.

2 Background

2.1 Previous Work

“Fuzz testing” was introduced in 1972 by Purdom [16].
It is one of the first attempts to automatically test a parser
using the grammar it is based on. We especially adapted
Purdom’s idea of the “Shortest Terminal String Algo-
rithm” for LangFuzz. In 1990, Miller et al. [10] were
among the first to apply fuzz testing to real world appli-
cations. In their study, the authors used random gener-
ated program inputs to test various UNIX utilities. Since
then, the technique of fuzz testing has been used in many
different areas such as protocol testing [6,18], file format
testing [19, 20], or mutation of valid input [14, 20].

Most relevant for this paper are earlier studies on
grammar-based fuzz testing and test generations for com-
piler and interpreters. In 2005, Lindig [8] generated code
to specifically stress the C calling convention and check
the results later. In his work, the generator also uses re-
cursion on a small grammar combined with a fixed test
generation scheme. Molnar et al. [12] presented a tool
called SmartFuzz which uses symbolic execution to trig-
ger integer related problems (overflows, wrong conver-
sion, signedness problems, etc.) in x86 binaries. In 2011,
Yang et al. [22] presented CSmith—a language-specific
fuzzer operating on the C programming language gram-
mar. CSmith is a pure generator-based fuzzer generat-
ing C programs for testing compilers and is based on
earlier work of the same authors and on the random C
program generator published by Turner [21]. In contrast
to LangFuzz, CSmith aims to target correctness bugs in-
stead of security bugs. Similar to our work, CSmith ran-
domly uses productions from its built-in C grammar to
create a program. In contrast to LangFuzz, their gram-
mar has non-uniform probability annotations. Further-
more, they already introduce semantic rules during their

2

Holler, Herzig, Zeller: "Fuzzing with Code Fragments", USENIX 2012

30 Chromium + Mozilla Security Rewards 
53,000 US$ in Bug Bounties

C. Holler
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LangFuzz (2012)

• Fuzz tester for JavaScript and other 
languages 

• Uses a full-fledged grammar to 
generate inputs 

• Uses grammar 
to parse and mutate existing inputs
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Mutating with Grammars

To use a grammar for mutating code and data, 

1. Parse an input into a derivation tree 

2. Mutate the derivation tree 

3. Write the tree out again 

You need a grammar, a parser, and an unparser
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A Grammar Framework in Python

We have implemented a full-fledged Python framework to  

1. Specify grammars 

2. Parse inputs into derivation trees 

3. Mutate derivation trees 

4. Write the tree out again 

This framework comes implemented as Jupyter notebooks

plus much much more; 
e.g. testing
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A Grammar

<start>   ::= <expr>
<expr>    ::= <term> + <expr> | <term> - <expr> | <term>
<term>    ::= <term> * <factor> | <term> / <factor> | <factor>
<factor>  ::= +<factor> | -<factor> | (<expr>) 

     | <integer> | <integer>.<integer>
<integer> ::= <digit><integer> | <digit>
<digit>   ::= 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9
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A Grammar in Python

EXPR_GRAMMAR = {
    "<start>":  ["<expr>"],
    "<expr>":   ["<term> + <expr>", "<term> - <expr>", "<term>"],
    "<term>":   ["<factor> * <term>", "<factor> / <term>", "<factor>"],
    "<factor>": ["+<factor>", "-<factor>", "(<expr>)",
                 "<integer>.<integer>", "<integer>"],
   "<integer>": ["<digit><integer>", "<digit>"],
    "<digit>":  ["0", "1", "2", "3", "4", "5", "6", "7", "8", "9"]
}
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Parsing with Grammars

expr_input = "2 + -2"
expr_parser = EarleyParser(EXPR_GRAMMAR)
expr_trees = expr_parser.parse(expr_input)
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Mutating with Grammars
def swap_plus_minus(tree):
    node, children = tree
    if node == " + ":
        node = " - "
    elif node == " - ":
        node = " + "
    return node, children

def apply_mutator(tree, mutator):
    node, children = mutator(tree)  
    return node, [apply_mutator(c, mutator) for c in children]

mutated_tree = apply_mutator(expr_tree, swap_plus_minus)
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Demo
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Jupyter Notebooks

• Very fast prototyping 

• Literate programming 
with examples (and tests!) 

• Data visualizations

Prototype for Python first;  then go for a "serious" language like C
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Learning Grammars

URL ::= PROTOCOL '://' AUTHORITY PATH ['?' QUERY] ['#' REF] 
AUTHORITY ::= [USERINFO '@'] HOST [':' PORT] 
PROTOCOL ::= 'http' | 'ftp' 
USERINFO ::= /[a-z]+:[a-z]+/ 
HOST ::= /[a-z.]+/ 
PORT ::= '80' 
PATH ::= /\/[a-z0-9.\/]*/ 
QUERY ::= 'foo=bar&lorem=ipsum' 
REF ::= /[a-z]+/

http://user:password@www.google.com:80/command?foo=bar&lorem=ipsum#fragment 
http://www.guardian.co.uk/sports/worldcup#results 
ftp://bob:12345@ftp.example.com/oss/debian7.iso

Höschele, Zeller: "Mining Input Grammars from Dynamic Taints", ASE 2016
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Parser-Directed Fuzzing

Mathis, Gopinath, Mera, Kampmann, Höschele, Zeller: Parser-Directed Fuzzing, PLDI 2019

Parser-Directed Fuzzing PLDI’19, June 24–26, 2019, Phoenix, AZ, USA

trigger the same behavior in the program. Any non-token
characters (e.g. whitespaces) are ignored from the count.

Length # Examples

1 8 { } [ ] - : , number
2 1 string
4 2 null true

5 1 false

Table 3. ���� tokens and their number for each length.

Our results are summarized in Figure 4, presenting the
di�erent tokens generated for ���, ���, ����, ����C, and ���.

��� and ��� have few tokens; on ���, KLEE fails to de-
tect an opening and a closing bracket. Those are used
to de�ne a section.

���� has a structured input format, posing �rst chal-
lenges for test generators. As we can see from Table 3,
AFL misses all ���� keywords, namely true, false
and null. This supports the assumption that the ran-
dom exploration strategy of AFL has trouble �nding
longer keywords. KLEE, however, is still able to cover
most of the tokens; only a comma is missing. As KLEE
works symbolically, it only needs to �nd a valid path
with a keyword on it; solving the path constraints on
that path is then easy. �F�����, by contrast, is able to
cover all tokens, more than the other tools.

Length # Examples

1 11 < + - ; = { } [ ] identi�er number
2 2 if do

4 1 else

5 1 while

Table 4. ����C tokens and their number for each length.

����C comes with few tokens, but a number of key-
words, listed in Table 4. As shown in Figure 4, simple
constructs needing only one or two characters are
easy to generate for AFL; the semi-random approach
eventually guesses the correct characters and their re-
spective ordering. KLEE does not �nd any keyword.
�F����� is still able to cover 86% of all tokens, missing
only the do and else token. AFL still covers 80% of
all tokens but also misses a while token; and while
KLEE covers 66% of all tokens, it only covers short
ones, missing all keywords of ����C.

��� is our most challenging test subject, and it continues
the trends already seen before. As shown in Figure 4,
KLEE mostly fails, whereas AFL can even generate
short keywords. Being able to produce a for deserves
a special recommendation here, as a valid for loop

needs the keyword for, an opening parenthesis, three
expressions ending with a semicolon and a closing
brace. As it comes to longer tokens and keywords,
AFL is quickly lost, though; for instance, it cannot syn-
thesize a valid input with a typeof keyword. �F�����
synthesizes a full typeof input and also covers several
of the longer keywords, thus also covering the code
that handles those keywords.

Summing up over all subjects, we see that for short tokens,
all tools do a good job in generating or inferring them. The
exception is KLEE on ���, which results in a lower average
number:

Across all subjects, for tokens of length  3,
AFL �nds 91.5%, KLEE 28.7%, and �F����� 81.9%.

The longer the token, though, the smaller the chance of
either AFL or KLEE �nding it. �F�����, on the other hand, is
able to cover such keywords and therefore also the respective
code handling those keywords.

Across all subjects, for tokens of length > 3,
AFL �nds TODO removed: only 5%, KLEE 7.5%, and

�F����� 52.5%.
This is the central result of our evaluation: Only parser-

directed test generation is able to detect longer tokens and
keywords in the input languages of our test subjects. By exten-
sion, this means that only �F����� can construct inputs that
involve these keywords, and that only �F����� can generate
tests that cover the features associated with these keywords.

At this point, one may ask: Why only 52.5% and not 100%?
The abstract answer is that inferring an input language from
a program is an instance of the halting problem, and thus
undecidable in the �rst place. The more concrete answer
is that our more complex subjects such as ����C and ���
make use of tokenization, which breaks explicit data �ow,
and which is on our list of challenges to address (Section 7).
The �nal and pragmatic answer is that a “better” technique
that now exists is better than an “even better” technique
that does not yet exist—in particular if it can pave the way
towards this “even better” technique.

Len # Examples

1 27 { [ ( + & ? identi�er number . . .
2 24 += == ++ /= &= |= != if in string . . .
3 13 === !== <<= >>> for try let . . .
4 10 >>>= true null void with else . . .
5 9 false throw while break catch . . .
6 7 return delete typeof Object . . .
7 3 default finally indexOf

8 3 continue function debugger

9 2 undefined stringify

10 1 instanceof

Table 5. ��� tokens and their number for each length.

9

AFL KLEE pFuzzer

5,0 % 7,5 % 52,5 %

JS tokens of length 3+ discovered

We track and satisfy comparisons in parsers to find language elements
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Deep Fuzzing without Samples
PYGMALION prototype for Python programs 

Program
Under Test

Parser-Directed
Test Generator

ComparisonsTests Dynamic Taints

Grammar
Learner

Test Inputsꋶ

ɠ ɡ

ɢ

Inputs + 
Equivalence Classes

Grammar

Fuzzer

Gopinath, Mathis, Höschele, Kampmann, Zeller: "Sample-Free Learning of Input Grammars"

Perfect coverage, much faster than AFL, much better structure than KLEE
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A Grammar in Python

EXPR_GRAMMAR = {
    "<start>":  ["<expr>"],
    "<expr>":   ["<term> + <expr>", "<term> - <expr>", "<term>"],
    "<term>":   ["<factor> * <term>", "<factor> / <term>", "<factor>"],
    "<factor>": ["+<factor>", "-<factor>", "(<expr>)",
                 "<integer>.<integer>", "<integer>"],
   "<integer>": ["<digit><integer>", "<digit>"],
    "<digit>":  ["0", "1", "2", "3", "4", "5", "6", "7", "8", "9"]
}

@FuzzingBook
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A Grammar Framework in Python

We have implemented a full-fledged Python framework to  

1. Specify grammars 

2. Parse inputs into derivation trees 

3. Mutate derivation trees 

4. Write the tree out again 

This framework comes implemented as Jupyter notebooks

plus much much more; 
e.g. testing

@FuzzingBook

Jupyter Notebooks

• Very fast prototyping 

• Literate programming 
with examples (and tests!) 

• Data visualizations

Prototype for Python first;  then go for a "serious" language like C

https://www.fuzzingbook.org/
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1 Mutations with Grammars

In this notebook, we make a very short and simple introduction on how to use the
fuzzingbook framework for grammar-based mutation – both for data and for code.

Prerequisites

• This chapter is meant to be self-contained.

1.1 Defining Grammars

We define a grammar using standard Python data structures. Suppose we want to encode this
grammar:

<start> ::= <expr>
<expr> ::= <term> + <expr> | <term> - <expr> | <term>
<term> ::= <term> * <factor> | <term> / <factor> | <factor>
<factor> ::= +<factor> | -<factor> | (<expr>) | <integer> | <integer>.<integer>
<integer> ::= <digit><integer> | <digit>
<digit> ::= 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9

1 import fuzzingbook_utils

1 from Grammars import syntax_diagram, is_valid_grammar,
↪→ convert_ebnf_grammar, srange, crange

In Python, we encode this as a mapping (a dictionary) from nonterminal symbols to a list of
possible expansions:

1 EXPR_GRAMMAR = {
2 ”<start>”:
3 [”<expr>”],
4

5 ”<expr>”:
6 [”<term> + <expr>”, ”<term> - <expr>”, ”<term>”],
7

8 ”<term>”:
9 [”<factor> * <term>”, ”<factor> / <term>”, ”<factor>”],

10

11 ”<factor>”:
12 [”+<factor>”,
13 ”-<factor>”,
14 ”(<expr>)”,
15 ”<integer>.<integer>”,
16 ”<integer>”],
17

18 ”<integer>”:
19 [”<digit><integer>”, ”<digit>”],
20

1 Mutations with Grammars 3



21 ”<digit>”:
22 [”0”, ”1”, ”2”, ”3”, ”4”, ”5”, ”6”, ”7”, ”8”, ”9”]
23 }

1 assert is_valid_grammar(EXPR_GRAMMAR)

1 syntax_diagram(EXPR_GRAMMAR)

start

expr

expr

term + expr

term - expr

term

term

factor * term

factor / term

factor

factor

1 Mutations with Grammars 4



- factor

+ factor

( expr )

integer . integer

integer

integer

digit integer

digit

digit

0

1

2

3

4

5

6

7

8

9

1.2 Fuzzing with Grammars

We mostly use grammars for fuzzing, as in here:
1 from GrammarFuzzer import GrammarFuzzer

1 expr_fuzzer = GrammarFuzzer(EXPR_GRAMMAR)
2 for i in range(10):
3 print(expr_fuzzer.fuzz())

3.8 + --62.912 - ++4 - +5 * 3.0 * 4
7 * (75.5 - -6 + 5 - 4) + -(8 - 1) / 5 * 2
(-(9) * +6 + 9 / 3 * 8 - 9 * 8 / 7) / -+-65
(9 + 8) * 2 * (6 + 6 + 9) * 0 * 1.9 * 0
(1 * 7 - 9 + 5) * 5 / 0 * 5 + 7 * 5 * 7

1 Mutations with Grammars 5



-(6 / 9 - 5 - 3 - 1) - -1 / +1 + (9) / (8) * 6
(+-(0 - (1) * 7 / 3)) / ((1 * 3 + 8) + 9 - +1 / --0) - 5 *
(-+939.491)
+2.9 * 0 / 501.19814 / --+--(6.05002)
+-8.8 / (1) * -+1 + -8 + 9 - 3 / 8 * 6 + 4 * 3 * 5
(+(8 / 9 - 1 - 7)) + ---06.30 / +4.39

1.3 Parsing with Grammars

We can parse a given input using a grammar:

1 expr_input = ”2 + -2”

1 from Parser import EarleyParser, display_tree, tree_to_string

1 expr_parser = EarleyParser(EXPR_GRAMMAR)

1 expr_tree = list(expr_parser.parse(expr_input))[0]

1 display_tree(expr_tree)

1 Mutations with Grammars 6



<start>

<expr>

<term> + <expr>

<factor>

<integer>

<digit>

2

<term>

<factor>

- <factor>

<integer>

<digit>

2

Internally, each subtree is a pair of a node and a list of children (subtrees)

1 expr_tree

('<start>',
[('<expr>',

[('<term>', [('<factor>', [('<integer>', [('<digit>', [('2', [])
])])])]),

(' + ', []),
('<expr>',
[('<term>',

[('<factor>',
[('-', []),

1 Mutations with Grammars 7



('<factor>', [('<integer>', [('<digit>', [('2', [])])])])
])])])])])

1.4 Mutating a Tree

We define a simple mutator that traverses an AST to mutate it.

1 def swap_plus_minus(tree):
2 node, children = tree
3 if node == ” + ”:
4 node = ” - ”
5 elif node == ” - ”:
6 node = ” + ”
7 return node, children

1 def apply_mutator(tree, mutator):
2 node, children = mutator(tree)
3 return node, [apply_mutator(c, mutator) for c in children]

1 mutated_tree = apply_mutator(expr_tree, swap_plus_minus)

1 display_tree(mutated_tree)

1 Mutations with Grammars 8



<start>

<expr>

<term> - <expr>

<factor>

<integer>

<digit>

2

<term>

<factor>

- <factor>

<integer>

<digit>

2

1.5 Unparsing the Mutated Tree

To unparse, we traverse the tree and look at all terminal symbols:
1 tree_to_string(mutated_tree)

'2 - -2'

1.6 Lots of mutations
1 for i in range(10):
2 s = expr_fuzzer.fuzz()
3 s_tree = list(expr_parser.parse(s))[0]
4 s_mutated_tree = apply_mutator(s_tree, swap_plus_minus)

1 Mutations with Grammars 9



5 s_mutated = tree_to_string(s_mutated_tree)
6 print(' ' + s + '\n-> ' + s_mutated + '\n')

8786.82 - +01.170 / 9.2 - +(7) + 1 * 9 - 0
-> 8786.82 + +01.170 / 9.2 + +(7) - 1 * 9 + 0

+-6 * 0 / 5 * (-(1.7 * +(-1 / +4.9 * 5 * 1 * 2) + -4.2 + (6 +
-5) / (4 * 3 + 4)))
-> +-6 * 0 / 5 * (-(1.7 * +(-1 / +4.9 * 5 * 1 * 2) - -4.2 - (6 -
-5) / (4 * 3 - 4)))

(6 * 2 + 5) * -(5) / (0 + 7) / 7 - -075 / 2
-> (6 * 2 - 5) * -(5) / (0 - 7) / 7 + -075 / 2

6 + 9 * 3 * 7 - 6 / 0 * 5 - 7 * 5 + 3 - 0
-> 6 - 9 * 3 * 7 + 6 / 0 * 5 + 7 * 5 - 3 + 0

93 * +-(0 / 0 - 0 - 4) / (2) / 1 - 2.49 - (7.0 / 9.1)
-> 93 * +-(0 / 0 + 0 + 4) / (2) / 1 + 2.49 + (7.0 / 9.1)

+0.6 * 1.62 * 3 / 7 * 5 - 645 / (3 * 4 - 2) / 7
-> +0.6 * 1.62 * 3 / 7 * 5 + 645 / (3 * 4 + 2) / 7

(1 * 8 * 4 + 1) - +-+(2 - 8) / 0.76 * 3
-> (1 * 8 * 4 - 1) + +-+(2 + 8) / 0.76 * 3

-+-+-(0 - 0) / 1 / 3 / 5 * 9 * 2 + +5.0 / (+(5) * 8 * 7)
-> -+-+-(0 + 0) / 1 / 3 / 5 * 9 * 2 - +5.0 / (+(5) * 8 * 7)

1 * ++6 - -(5 + 7 + 5 - 6 - 4) - 5.4 / 2 - +5 / 9
-> 1 * ++6 + -(5 - 7 - 5 + 6 + 4) + 5.4 / 2 + +5 / 9

(1.5 * 1 + 9 - 3 + 3) - 6 / 6 + 1 + 0
-> (1.5 * 1 - 9 + 3 - 3) + 6 / 6 - 1 - 0

1.7 Another Example: JSON
1 import string

1 CHARACTERS_WITHOUT_QUOTE = (string.digits
2 + string.ascii_letters
3 + string.punctuation.replace('”', '')

↪→ .replace('\\', '')
4 + ' ')

1 JSON_EBNF_GRAMMAR = {
2 ”<start>”: [”<json>”],
3 ”<json>”: [”<element>”],
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4 ”<element>”: [”<ws><value><ws>”],
5 ”<value>”: [”<object>”, ”<array>”, ”<string>”, ”<number>”, ”

↪→ true”, ”false”, ”null”],
6 ”<object>”: [”{<ws>}”, ”{<members>}”],
7 ”<members>”: [”<member>(,<members>)*”],
8 ”<member>”: [”<ws><string><ws>:<element>”],
9 ”<array>”: [”[<ws>]”, ”[<elements>]”],

10 ”<elements>”: [”<element>(,<elements>)*”],
11 ”<element>”: [”<ws><value><ws>”],
12 ”<string>”: ['”' + ”<characters>” + '”'],
13 ”<characters>”: [”<character>*”],
14 ”<character>”: srange(CHARACTERS_WITHOUT_QUOTE),
15 ”<number>”: [”<int><frac><exp>”],
16 ”<int>”: [”<digit>”, ”<onenine><digits>”, ”-<digits>”, ”-<

↪→ onenine><digits>”],
17 ”<digits>”: [”<digit>+”],
18 ”<digit>”: ['0', ”<onenine>”],
19 ”<onenine>”: crange('1', '9'),
20 ”<frac>”: [””, ”.<digits>”],
21 ”<exp>”: [””, ”E<sign><digits>”, ”e<sign><digits>”],
22 ”<sign>”: [””, '+', '-'],
23 ”<ws>”: [”( )*”]
24 }
25

26 assert is_valid_grammar(JSON_EBNF_GRAMMAR)

1 JSON_GRAMMAR = convert_ebnf_grammar(JSON_EBNF_GRAMMAR)

1 syntax_diagram(JSON_GRAMMAR)

start

json

json

element
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element

ws value ws

value

object array string number true false null

object

{ ws }

{ members }

members

member symbol-3

member

ws string ws : element

array

[ ws ]

[ elements ]
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elements

element symbol-1-1

string

" characters "

characters

character-1

character
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H
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onenine digits

digit

- digits

- onenine digits

digits

digit-1

digit

0

onenine

onenine

1 2 3 4 5 6 7 8 9

frac

. digits
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exp

E sign digits

e sign digits

sign

+

-

ws

symbol-2-1

symbol

, members

symbol-1

, elements
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symbol-2

symbol-3

symbol symbol-3

symbol-1-1

symbol-1 symbol-1-1

character-1

character character-1

digit-1

digit

digit digit-1
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symbol-2-1

symbol-2 symbol-2-1

1 json_input = '{”conference”: ”ICSE”}'

1 json_parser = EarleyParser(JSON_GRAMMAR)

1 json_tree = list(json_parser.parse(json_input))[0]

1 display_tree(json_tree)

1 Mutations with Grammars 18



<start>

<json>

<element>

<ws> <value> <ws>

<symbol-2-1> <object>

{ <members> }

<member> <symbol-3>

<ws> <string> <ws> : <element>

<symbol-2-1> " <characters> "

<character-1>

<character> <character-1>

c <character> <character-1>

o <character> <character-1>

n <character> <character-1>

f <character> <character-1>

e <character> <character-1>

r <character> <character-1>

e <character> <character-1>

n <character> <character-1>

c <character> <character-1>

e

<symbol-2-1> <ws> <value> <ws>

<symbol-2-1>

<symbol-2> <symbol-2-1>

<string>

" <characters> "

<character-1>

<character> <character-1>

I <character> <character-1>

C <character> <character-1>

S <character> <character-1>

E

<symbol-2-1>

<symbol-2-1>

1 def swap_venue(tree):
2 if tree_to_string(tree) == '”ICSE”':
3 tree = list(json_parser.parse('”ICST”'))[0]
4 return tree

1 mutated_tree = apply_mutator(json_tree, swap_venue)
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1 tree_to_string(mutated_tree)

'{”conference”: ”ICST”}'
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